
Project Update Webinar
Privacy Preserving Technologies

Projects Covered
• Privacy Preserving Technologies Phase 1: Environmental Scan
• Utilizing Privacy Preserving Record Linkage to Link Data from Two Federal Statistical 
Agencies
• Utilizing Privacy Preserving Record Linkage with Parent Agency Data and Statistical 
Agency to Inform Programs and Policies
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Background: National Secure Data Service 
(NSDS) Demonstration Project

Heather Madray
Supervisory Program Director 
National Center for Science and Engineering Statistics (NCSES)
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CHIPS and Science Act Requirements (§10375)
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Calls for a 5-year demonstration project to develop, refine, and test models to inform the full 
implementation of a National Secure Data Service (NSDS).

The NSDS is envisioned as a set of shared services and a government-wide data linkage and access 
infrastructure to support evidence building.

Requires consultation with the director of OMB, the National Artificial Intelligence Research Resource 
(NAIRR), and alignment with the Advisory Committee on Data for Evidence Building (ACDEB) 
recommendations.

The NSDS Demonstration Project will be implemented by the National Center for Science and 
Engineering Statistics (NCSES).

Presenter
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Why an NSDS?
Novice and non-expert data users have difficulty navigating 

the complex data ecosystem. 

Data users don’t have a place to ask open-ended questions 

and learn about data options based on their topic of 

interest.

Accessing data is burdensome, time-consuming, and often 

expensive. 

Linking data requires lengthy processes to determine data 

ownership, requirements, and limitations on use.
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Health data

Climate data

Economic 
data

And more…



National Center for Science and Engineering Statistics   https://ncses.nsf.gov

What could an NSDS look like?
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Data access and linkage infrastructure

Front door to data discovery

Shared services and resources

Data concierge

Toolkits Communities of 
practice

Data Usage 
Platform

Agency access 
enclaves

Standard 
Application 

Process

FSRDC 
administrators

Customer service

Data literacy 
resources

Public data

Research and 
development sandbox Secure linkages

Privacy-preserving 
technologies Secure data access

Secure compute 
environment

FSRDC access 
enclaves

NSDS website

Anyone can access 
Users can navigate the 
website on their own to 
discover services or 
public data. Users can 
also engage the data 
concierge if they aren’t 
sure where to start or 
have questions. 

Requires secure access
The data concierge 
guides users to the 
appropriate secure access 
modality, directs them to 
attain needed security 
credentials, and helps 
initiate linkages or 
leverage tools. 
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Questions an NSDS can help answer
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How are health outcomes 
influenced by access to 
transportation services?

How has government data 
on workforce education 

been used?

How much federal funding 
is given to minority-serving 

institutions?

An NSDS can securely link data 
across two federal agencies (e.g., 
transportation and health data). 

An NSDS data usage platform 
identifies published products using 

government data assets.

An NSDS data concierge can guide 
users to public data. 

College 
Administrator

Academic 
Researcher

Policymaker
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NSDS User Journey Examples
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College 
administrator

Academic 
researcher

Policymaker

Visits the NSDS 
website

Visits the NSDS 
website

Visits the NSDS 
website

Asks data concierge 
for guidance

Directed to public data 
on an agency website

Navigates the website 
independently

Accesses data usage 
platform

Linkage of protected 
data in secure compute 

environment

Asks data concierge 
for guidance

Identifies relevant 
data 



Privacy Preserving Technologies and the 
NSDS Demonstration Project

Lisa Mirel
Statistical Advisor
National Center for Science and Engineering Statistics (NCSES)
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PPTs 

• Increasing access to data to make informed policy decisions has 
come to the forefront

• Accessing these data in secure ways has posed challenges

• There are privacy enhancing technologies that provide tools and 
approaches to mitigate privacy risks with confidential or 
restricted data, thus enabling new opportunities for:

o Linkage
o Dissemination
o Analysis
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Three PPT Projects
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Project Title Project Performer/ 
Partner

Period of 
Performance

Privacy Preserving Technologies Phase 1: Environmental 
Scan

RTI International/ 
Flood Mason

July 2023- January 
2024

Utilizing Privacy Preserving Record Linkage (PPRL) to Link 
Data from Two Federal Statistical Agencies

HealthVerity, Inc./ 
Mathematica, Inc.

September 2023- 
August 2025

Utilizing PPRL with Parent and Statistical Agency Data to 
Inform Programs and Policies

NORC at the 
University of Chicago

September 2023- 
September 2025



PPTs: Environmental Scan

13
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Environmental Scan Results to Inform NSDS

Key Components for PPT 
Implementation

• Need for standards
• Expertise may be met by 

vendors/industry 
partners

• Training and talent 
growth within federal 
sectors are necessary to 
support growing need for 
PPT implementation

Integrating Legal, 
Regulatory, and Policy  

Requirements

• Understanding data 
privacy laws and 
regulations

• Bridging information gaps 
between technology and 
legal teams

• Leveraging technology 
and governance best 
practices to streamline 
data sharing agreements

Keys to Success when 
Utilizing PPTs

• Starting with the 
research/policy question 
determine the right PPT 
solution

• Forming multidisciplinary 
team

• Building trust through 
inclusion and 
communication
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Input Privacy
• Allow two or more parties to 

submit data into a calculation 
without the other respective 
parties seeing the data

• Potential tools:
o Secure Multi-Party Computation 

(sMPC)
o Homomorphic Encryption

Output Privacy
• Modifying results of a 

computation such that the 
output cannot be used to reverse 
engineer the original input

• Potential tools:
o De-identification/anonymization
o Synthetic data
o Noise infusion/differential privacy
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Privacy Preserving Technologies:
To Safely Process and Share Data 

https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
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Secure Multi-party Computation (sMPC)
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• Cryptographic technique that mitigates input privacy

• Data users only learn about the output of computation 
and not the input

• One application of sMPC is privacy preserving record 
linkage (PPRL)



Utilizing PPRL Activities
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• Two PPRL projects are underway to assess:
o Development of data sharing and governance agreements between two separate 

federal statistical agencies and within a parent and federal statistical agency

o Deployment of commercial PPRL tool (HealthVerity) 

 vs.

    open-source PPRL tool (Anonlink)
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NSDS Demonstration Projects

Presenter
Presentation Notes
NCHS & NCSES testing Health Verity (Commercial PPRL)

NCSES & NSF testing Anonlink (Open source PPRL)

Lost how this works in sep agencies and parent and stat
Two research goals
Comm openm
Two agencies/
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NSDS Demonstration: PPRL Activities
Objectives:

1. Develop data sharing and governance prototype agreements

2. Utilize PPRL tools when linking person level data from disparate sources

3. Create analytic datasets that can be used to inform questions that could 
not be assessed with either source alone
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Presenter
Presentation Notes
 #1 that have sections and language that can be re-used. 

Linkage does not use unencrypted identifiers
Dataset will be analyzed in a secure environment
Similar objectives diff processes to get here
Why? People want to link in nsds since we cant get it done themselves



Utilizing a commercial PPRL tool 
(HealthVerity)          
to link data from two Federal 
Statistical Agencies
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Data sources

• National Center for Health 
Statistics (NCHS): National 
Health Interview Survey 
(NHIS)

• NCSES: Survey of Earned 
Doctorates (SED)

Goal

• Develop data sharing 
agreement to link data from 
two federal statistical agencies

• Establish processes for 
utilizing a commercial PPRL 
tool: HealthVerity

• Inform analytic initiatives

Linking Data: Parent and Federal Statistical 
Agency 

Presenter
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Data Flow: Two Federal Statistical Agencies
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Resolve hashes to 
add linkage ID 
(HVID) in cloud

Encrypted cryptographic 
hashes from PII sent to 
secure cloud

NCSES secure server for 
linking HVID, adding in 
analytic variables 
(covariates), and 
conducting analyses

PII_NHIS

covariates

covariates

PII_SED

Presenter
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NHIS participants who earned a research doctorate from an accredited U.S. institution

National Health 
Interview Survey

Data Linkage: NHIS and SED

Presenter
Presentation Notes

NHIS: is the principal source of information on the health of the civilian noninstitutionalized population of the U.S. and is one of the major data collection programs of the National Center for Health Statistics (NCHS) which is part of the Centers for Disease Control and Prevention (CDC). 

SED: is an annual census conducted of all individuals receiving a research doctorate from an accredited U.S. institution in a given academic year. The SED is sponsored by NCSES within the National Science Foundation and by three other federal agencies: the National Institutes of Health, Department of Education, and National Endowment for the Humanities.
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Analysis: Opportunities and Limitations with 
the Linked NHIS and SED Data
• Compare composite estimates from each survey based on disability 

questions for those who linked

• Opportunities: directly compare questions and responses by the same 
individuals

• Limitations: 
o Timing when questions are asked
o Small subset of population
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Utilizing an open-source PPRL 
tool (Anonlink) 
with a parent and federal 
statistical agency

25
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Data sources

• NSF Office of the Chief 
Information Officer: Principal 
Investigator (PI) award data

• NCSES: SED

Goal

• Develop data sharing agreement 
to link data between parent and 
federal statistical agency

• Implement an open-source PPRL 
tool: Anonlink

• Inform programs and policies 
that support the NSF’s strategic 
plan

Linking Data: Parent and Federal Statistical 
Agency 
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NCSES Secure 
server for linking 
CLKs

Cryptographic linkage 
keys (CLKs) produced from 
PII data sent to secure 
server

NCSES secure server for 
adding in analytic 
variables (covariates) and 
conducting analyses

PII_Award

covariates

covariates

PII_SED

Data Flow: Parent and Federal Statistical Agency

Presenter
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Doctorate recipients that received an NSF Award

PI Award data

Data Linkage: SED and PI NSF Awards

Presenter
Presentation Notes
NSF PI award data contain personally identifiable information (PII) about principal and co-principal (PI/co-PI) investigators

SED: is an annual census conducted of all individuals receiving a research doctorate from an accredited U.S. institution in a given academic year. The SED is sponsored by NCSES within the National Science Foundation and by three other federal agencies: the National Institutes of Health, Department of Education, and National Endowment for the Humanities.
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Analysis: Opportunities and Limitations with 
the Linked SED and PI NSF Awards Data
• Trajectory of U.S. doctoral recipients after completing a doctorate degree

o Assess if there are differences by demographics and field of study

• Opportunities: inform programs and policies that support the NSF’s 
strategic plan

• Limitations: 
o Limited variables available for linkage
o Temporal alignment
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Current Status 

30
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Completed and Remaining Steps
Objective NHIS-SED Linkage SED-PI Linkage
1. Develop data sharing and 

governance agreement 

2.  Utilize a PPRL tool

3.  Create an analytic dataset
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 Review and sign software 
license agreement

 Obtain approval to conduct 
linkage in a commercial cloud  
with FedRAMP

 Obtain final signatures on 
data sharing agreement

 Obtain final signatures on 
data sharing agreement

 Standardize PII fields to 
create encrypted 
cryptographic hashes 

 Standardize PII fields to 
create cryptographic linkage 
keys 

 Link/analyze data in secure 
environment

 Link/analyze data in secure 
environment

Presenter
Presentation Notes
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Lessons Learned and Final 
Thoughts
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Lessons Learned to Date

• Establish key stakeholders and champions at both data sharing 
institutions early in the process 

• Develop understanding of the processes and technical infrastructure 
needed to securely use commercial PPRL tool in cloud environment

• Allow sufficient time for finalizing data sharing agreements 
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These activities will help inform/streamline agreements and processes in future
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Final Thoughts
• A successful, future NSDS, that supports using data for evidence building, 

will have transparent and standardized processes for

o Developing data sharing and governance agreements for different types of agencies
o Establishing a secure compute environment where unique PPRL tools (commercial 

and open source) are available

• Continuous need for additional use cases to further the success
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Questions?



Stay Engaged
Solicitation and Contract Related Questions: ADC-Contracts@ati.org 

General/Membership Questions: adc@ati.org 

Join the ADC Mailing List: www.americasdatahub.org/adc-mailing-request-form/  

Read Lessons Learned: www.americasdatahub.org/adc-lessons-learned/ 

Visit the ADC Website
Stay in the loop with ADC events, solicitations, 
project awards, news, members, and more!

www.americasdatahub.org 

mailto:ADC-Contracts@ati.org
mailto:adc@ati.org
http://www.americasdatahub.org/adc-mailing-request-form/
https://www.americasdatahub.org/adc-lessons-learned/
http://www.americasdatahub.org/


Project Quarterly Lessons 
Learned

Final Reports

Project Status
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